Classifying and Securing Institutional Confidential Information

Data Classification is the establishment of an enterprise framework for classifying data so that the university’s Confidential Information can be appropriately
managed from the time it is created until it is destroyed, according to the level of risk that its unauthorized disclosure, use, alteration or loss poses to the
University. These Guidelines help implement the requirements to protect Confidential Information set forth in the Policy on Protecting Confidential
Information. In order to protect university Confidential Information the university has developed an official model, as displayed in the matrix below, the Data
Classification Guidelines (Guidelines).
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Critical Risk Level Unauthorized disclosure, use, alteration, or loss may result in criminal or civil penalties, and poses a critical risk of harm to the
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[T 9
% AY N programs and services, safety, operations, finances, or community members.
S ){=)
No Risk Level Public disclosure is permitted, and the use, alteration or loss of this data poses no risk of harm to the University's reputation,
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)
2
o

Please refer to an interactive companion tool to this matrix to help manage Confidential Information at different phases of its lifecycle (a Northeastern username
and password are required).



https://policies.northeastern.edu/policy702/
https://policies.northeastern.edu/policy702/
https://northeastern.sharepoint.com/sites/DA-DataClassification/SitePages/data-security.aspx

